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Construction of Network Defense Comprehensive Practice Course for Job
Competence Cultivating

SHI Jiangyong, CHEN Yingwen, FU Shaojing, LIU Qiang, WANG Yongjun, ZHAO Wentao

(College of Computer, National University of Defense, Changsha 410073, China)

Abstract: With the goal of cultivating competence for network defense positions, a competence model for network defense positions based on

the US Cyberspace Security Education Program was designed. Firstly, based on the course design of network information defense and compre-

hensive network information defense exercises, experimental and practical training content will be provided; Secondly, based on the teaching

mode of attack defense conversion and iterative feedback, practical course teaching is carried out to better support the cultivation of students’

comprehensive practical ability and job competence. Practice has shown that after the education reform, students’ satisfaction with teaching

evaluation has increased by 7.2%, and their average course grades have improved by 15 points. They are able to engage in practical activities

while completing the basic requirements of course experiments, participate in the investigation and evidence collection of multiple actual net-

work attack incidents, and their teaching effectiveness has received unanimous praise from relevant units.

Key Words: network defense; competency; national initiative of cybersecurity education; comprehensive practice
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