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A Fake Reviews Detection Method Based on Improved Graph Neural Network

YUAN Ziyan, REN Xunyi, HUANG Jiaming
(School of Computer Science, Nanjing University of Posts and Telecommunications , Nanjing 210023, China)

Abstract: Fake reviews in e—commerce platforms mislead consumers’ purchase decisions, and damage the rights and interests of consumers
and legitimate businesses. The existing methods are difficult to find the implicit association between fake reviews. In order to improve the clas-
sification accuracy of fake reviews detection, a fake review detection method based on the TrustRank algorithm and graph neural network was
proposed. Firstly, the features associated with the fake reviews were constructed, and the importance scores of these features were calculated.
Secondly, to improve the random sampling algorithm of GraphSAGE, the suspicious values of fake reviews were calculated by the improved
TrustRank method, which combined the adaptive neighborhood sampling strategy was used to select nodes in the graph with bias and adaptive
and generate the neighborhood of target nodes. Finally, Yelp data set was used to verify the proposed model. The accuracy, recall and F1 of
TR~-GraphSAGE model were approximately 5.86%, 15.01%, and 10.12% better on average, respectively, than LSTM, TextCNN, GCN, and
GraphSAGE. The TR-GraphSAGE model can eliminate the noise that affects the prediction, ensure the quality and quantity of the neighbor-
hood, and thus improve the quality of the associated feature representation, which provides a new method for fake review detection.
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Fig. 1 Framework for fake review detection
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dataset
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Table 2 Performance of each model

*®2 BEERH (%)

Y Precision Recall F1
LSTM 62.66 73.93 67.83
TextCNN 71.29 70.14 71.71
GCN 77.22 70.21 73.53
GraphSAGE 76.45 78.33 76.72
TR-GraphSAGE 79.23 91.92 85.10
Improving 5.86 15.01 10.12

4 Z5iE

ARSCHEF I 22 N 465 % R BT R DU A T 5T, SR
JEHL Yelp WA 1) FLIEAR AR SR IO MBTAE 1 SCAREAE Al
FTRRRAE TR RRAE 19 B B2 o 85, DAL SR e I
AT BEAE, AL A 2 M 4 B . SEIRSE IR R, AR
4R B TR-GraphSAGE 5 LSTM, TextCNN, GCN £
GraphSAGE # It , 7EAG 1 2% L 43 B4 T+ T 16.57% .7.94% .
2.01% F12.78% , 76 A 12 43 54T+ 1 17.99% .21.78% .
21.71% M1 13.59% . 5553k W1 1 51 A AT SE {8 HBE & n] U
GraphSAGE £ B (1) i ¥ )¢ 0] @ £ 47 T . GraphSAGE
A B HAT RAFHZ AR BE , AR SCHE H i O i A ER R0
I R LB NG A 4200 4 € SN o e el 18 7
S Y R BT IR A T R T BT B A P4
I HNREAE (4 35 2 0 BT DL A S S R B X
53 BE BRI, BT AR SR 5 0] MBS 1) AN ST A ] R 2
TRV 2 [B) A At 3 22 Ao 79 1 T o) A S 7R R A 2l i

& % 3 k.

[1] BUDHI G S, CHIONG R, PRANATA I, et al. Predicting rating polarity
through automatic classification of review texts [ C]// Kuching: 2017 IEEE
Conference on Big Data and Analytics, 2017.

[2] SONG W, LI W, GENG S. Effect of online product reviews on third par-

ties’ selling on retail platforms [J]. Electronic Commerce Research and



St 3

s

i T AR, G PO IR 22 I 2 14 IR A i - 33

[3]

[4]

(8]

[13]

[14]

[17]

[18]

[20]

Applications, 2020, 39(1): 101-112.

FELBERMAYR A, NANOPOULOS A. The role of emotions for the per-
ceived usefulness in online customer reviews [J]. Journal of Interactive
Marketing, 2016, 36(11):60-76.

GOSSLING S, HALL C M, ANDERSSON A C. The manager’s dilemma:
a conceplualization of online review manipulation strategies [J].
Issues in Tourism, 2018, 21(1) :484-503.

BOLTON R J, HAND D J. Statistical fraud detection: a review[J]. Oper-
ations Research, 2004, 17(3): 235-255.

ZHAO Y, YANG S, NARAYAN V, et al. Modeling consumer learning
Marketing Science, 2011, 32 (1) :

Current

from online product reviews [J1.
153-169.
ZHANG W, XIE R, WANG Q, et al. A novel approach for fraudulent re-
viewer detection based on weighted topic modelling and nearest neighbors
with asymmetric Kullback - Leibler divergence[ J]. Decision Support Sys-
tems, 2022, 157(6):113-128.
TIAN Y, MIRZABAGHERI M, TIRANDAZI P, et al. A non—convex
semi—supervised approach to opinion spam detection by ramp-one class
SVM[J]. Information Processing & Management, 2020, 57(6):102381.
ELMOGY A M, TARIQ U, MOHAMMED A, et al. Fake reviews detec-
tion using supervised machine learning [J]. International Journal of Ad-
vanced Computer Science and Applications, 2021,36(1) :601-606.
WANG Z, WANG H, HU R L, et al. Detection of fake store reviews
based on supervised learning [J]. Software Guide,2020,19(4):71-74.
IR EE AL, F . AT YE ST 684 R [)].
Hp$F],2020,19(4) : 71-74.
KONTSEWAYA Y, ANTONOV E, ARTAMONOV A A. Evaluating the
effectiveness of machine learning methods for spam detection [J]. Proce-
dia Computer Science, 2021, 190(2) : 479-486.
ZHANG D, LI W W, NIU B Z, et al. A deep learning approach for de-
tecting fake reviewers: exploiting reviewing behavior and textual informa-
tion[ J]. Decision Support Systems, 2023, 166(1):113911.
SUNYOUNG H, HYUNAE L, CHULMO K, et al. Fake reviews or not:
exploring the relationship between time trend and online restaurant re-
views [J]. Telematics and Informatics, 2021, 59(2):101560.
SASTRAWAN I K, BAYUPATI I, ARSA D. Detection of fake news us-
ing deep learning CNN-RNN based methods [J]. ICT Express, 2022, 8
(3):396-408.
GOLDANI M H, SAFABAKHSH R, MOMTAZI S. Convolutional neural
network with margin loss for fake news detection[ ] ]. Information Process-
ing & Management, 2021, 58(1):102418.
RUAN N, DENG R, SU C. GADM: manual fake review detection for
020 commercial platforms [7]. Computers & Security, 2020, 88 (1)
101657.
WANDA P, HUANG J J. DeepProfile: finding fake profile in online so-
cial network using dynamic CNN [J]. Journal of Information Security and
Applications, 2020, 52(6) : 102465.
BATHLA G, SINGH P, SINGH R K, et al. Intelligent fake reviews de-
tection based on aspect extraction and analysis using deep learning [J].
Neural Computing and Applications, 2022, 34(22):20213-20229.
CHEN Y F. Fake review detection using CNN-LSTM and transfer learn-
ing [J]. Software Guide, 2012,21(2) :63-67.
M7k KA CNN-LSTM & it 45 5 3 a9 A8 3R il [J]. #opk
F1,2022,21(2) :63-67.
QIU J T, WANG S Y. A deep matching model for detecting reviews mis-
matched with products in e—commerce [J].
2022, 129(11):109624.
SIMRAN B, NIHARIKA G, SANDEEP K S. A novel user-based spam
Procedia Computer Science, 2017, 122: 1009-

Applied Soft Computing,

review detection [J].
1015.
RASTOGI A, MEHROTRA M, ALI S S. Effective opinion spam detec-

[25]

[26]

[29]

[30]

[31]

[34]

[35]

[36]

[37]

[40]

tion: a study on review metadata versus content[J]. Data Inform, 2020,
5(2):76-110.

MARTENS D, MAALEJ W. Towards understanding and detecting fake
reviews in app stores[J]. Empirical Software Engineering, 2019, 24(6) :
3316-3355.

AKRAM A U, KHAN H U, IQBAL S, et al. Finding rotten eggs: a re-
view spam detection model using diverse feature sets [J]. KSII Transac-
tions on Internet and Information Systems, 2018, 12(10):5120-5142.

LI N, DU S, ZHENG H, et al. Fake reviews tell no tales?
click farming in content-generated social networks [J]. China Communi-
cations, 2018, 15(4): 98-109.

SHEHNEPOOR S, SALEHI M, FARAHBAKHSH R, et al. NetSpam: a
network—based spam detection framework for reviews in online social me-
dia [J].
2017, 12(8): 1585-1595.

SONG C, TENG Y, WU B, et al. Dynamic graph neural network for
fake news detection [ J]. Neurocomputing, 2022, 505(21 ):362-374.
NEISARI A, RUEDA L, SAAD S. Spam review detection using self—or-
ganizing maps and convolutional neural networks[J]. Computers & Secu-
rity, 2021, 106(7):102274.

CAOD W, LISM, CHEN H C. Fake review detection method based on
GCN [J].
181-186.
R4, B A, PR AL, KT GON a9 R ARF A 5 ik [T]. 3 300
A5 R ,2022,58(3):181-186.

TANG J N, WANG Y Q, CAO J, et al. Inter- and intra—graph attention
aggregation learning for multi—relational GNN spam detection [ J]. Proce-
dia Computer Science, 2022, 214:1522-1530.

LIU Z, CHEN C, LI L, et al. GeniePath: graph neural networks with
adaptive receptive paths | C]/Proceedings of the AAAT Conference on Ar-
tificial Intelligence, 2018:4424-4431.

LI A, QIN Z, LIU R, et al. Spam review detection with graph convolu-

dissecting

IEEE Transactions on Information Forensics and Security,

Computer Engineering and Application, 2012, 58 (3) :

tional networks[C ]/ Proceedings of the 28th ACM International Confer-
ence on Information and Knowledge Management, 2019: 2703-2711.
MUKHERJEE A, VENKATARAMAN V, LIU B, et al. What yelp fake
review filter might be doing? [ C1/ Massachusetts: Proceedings of the In-
ternational AAAI Conference on Web and Social Media, 2013.

ETAIWI W, NAYMAT G. The impact of applying different preprocess-
ing steps on review spam detection [J].
2017, 113:273-279.

ZHANG D, ZHOU L, KEHOE J L, et al. What online reviewer behav-

iors really matter? effects of verbal and nonverbal behaviors on detection

Procedia Computer Science,

of fake online reviews [J]. Journal of Management Information Systems,
2016, 33(2):456-481.

GYONGYI Z, GARCIA-MOLINA H, PEDERSEN J. Combating web
spam with trustrank [C]//Proceedings of the 30th International Confer-
ence on Very Large Data Bases, 2004: 576-587.

BRUNA J, ZAREMBA W, SZLAM A, et al. Spectral networks and lo-
cally connected networks on graphs[ C]/Banff: Proceedings of the 2nd In-
ternational Conference on Learning Representations,2014.

KIPF T N, WELLING M. Semi-supervised classification with graph con-
volutional networks [ C]//Toulon: International Conference on Learning
Representations, 2017.

HAMILTON W L, YING R, LESKOVEC J. Inductive representation
learning on large graphs [ C]//California: Proceedings of the 31st Interna-
tional Conference on Neural Information Processing Systems, 2017.
VELICKOVIC P, CUCURULL G, CASANOVA A, et al. Graph atten-
tion networks [ C]//Vancouver: 6th International Conference on Learning

Representations, 2018.
(FAEmEE 3 )



