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Federated Learning Grouping Method Based on Abnormal Client
Updates Detection
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Abstract: In view of the inherent distributed characteristics of federated learning, its data is stored in multiple participants and each partici-

pant independently trains the model. The lack of centralized global data control and unified model verification mechanism makes it highly vul-

nerable to poisoning attacks. Existing research mainly focuses on intercepting updates from malicious clients under the single global model ar-

chitecture, and once the interception fails, it will directly lead to poisoning of the global model. Therefore, a federated learning grouping meth-

od dFL is proposed to detect abnormal updates on the client side. First of all, the client is divided into multiple groups by grouping idea, and

each group trains a group model. Even if there are malicious clients, the scope of influence is limited to the group model; Secondly, in the in-

tra group training, the abnormal update detection mechanism is used to combine the client reputation value for weight aggregation to further re-

duce the impact of malicious clients on the group model; Finally, the final result of the global model is voted by the group model. On MNIST-

0.5 and CIFAR10 datasets, dFL shows stronger stability than the control algorithm.
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