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Abstract: With the rapid development of 10T technology, medical data sensors are widely used in smart healthcare scenarios. While achieving
medical convenience, the complexity of certificate issuance, verification, and storage procedures makes it vulnerable to attacks that can lead
to patient privacy breaches. Certificate free signature is one of the key technologies to address security and privacy issues in smart healthcare
scenarios. Aiming at the problems of complex sensor certificate distribution, vulnerability to centralized database attacks, and patient privacy
leakage in existing certificate free signature schemes for smart healthcare, a blockchain based certificate free ring signature scheme BCLRS is
proposed for smart healthcare. Firstly, deploy the traditional key generation center on the blockchain and combine elliptic curve public key
cryptography with ring signatures to protect patient privacy; Secondly, achieve traceability of the identity of patients with special needs. Securi-
ty analysis shows that the BCLRS scheme meets the requirements of correctness and anonymity, and can resist malicious attacks such as man
in the middle attacks, distributed denial of service attacks, and key generation center compromise attacks compared to unlicensed circular sig-
nature schemes. Performance analysis and simulation experiments show that when the number of ring members exceeds 30, the computational
cost of the BCLRS scheme is reduced by 80%, making it suitable for resource constrained smart healthcare scenarios.
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FEF06 I i R b Tk (1 JEBC X % . Wang % O 48 1
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R T IR 4 BT AR AIE B TG 2% A BE 44 PE | Fujisaki
e[ 40 L AT SE W IR 25 4 (Traceable Ring Signature, TRS),
B 2R 44 1 AR BRI — > — IR BEAILER , B e b Y
S0 ANAEIE WL AR rh S R S RRL . Liu 55 R
—ANTTIE I PR 44 T 58 A 8 B e 4 BB AR
DR, 5 FECEPIMEE . Peng %1104 HY 3L T SMO B3k
R4, (G PR B 3 , TH AN SR S T
Au ST T R Pk R B TR R A 4 %L (H
HRAM L, A A IR Z R =T 5% . Scafuro
AR — YR T A 4, — 4 B B X — A%
HEAT 24 2 40 AR D B BT 2R 5T
FEAEE .

gi b, BRI TAEAFAE AT ) O3 8 R YT
Yy P IR B4 4 05 S T AR UKGC, TTIAHIR BT MITM
i \DDOS Kty \KGC %2 Wp X ity 45 , B it 3 T 3l aod g it
KGC B 5L ot i i R 25 (8, Dt G vk By 55 TPl Afs , LA
AT B 5 BB s QBLA B & R IT s h TR
I 7 AR TG SRS A4 IR PSR R R AR IE
Ba e B B A A IR R D S R EELE NS S
BAERFEIUP B OER QWA BB
WEAR PR 22 T H AR &, TovkE T B IR 2 KR A B 2R e T
Y5t BAR R BT B A% I I AF A R, JE 1 b AT ZR )
BONES R

SR, A S A [ R R T CH B Y TS
UE 325 4 7 2% (Blockchain—based Certificateless Ring Sig-
nature for Smart Healthcare, BCLRS) . EZE 51k 8 : Oy
B AL R AP MG B o T8 A A28 44 1Y) AT S W 1 990 95 R 5 oK
R By, LT R FE RS @ L kB 14y
Ko B LT X HUEE A TOE P PR 4 BT B B RA DR
RERL B KGCARE T X HUBE , A X P i1 2 rho A 1 o
fift P A G2 % S A BP0 5 32 KGC Z W B S8 B 1Y
[0 3 LTI 2 2 At R . I TR & 44 DRI 3R
2R WIAEYE B 58 B b JF it P Z SR g 4R T IR 28 44 02
R @I 2 MG E G . 7EREHL TS PLE R T Xt
BCLRS 5 B#FAT L2517 ORI R IR . A SO R
AHAET A R TCUE B4 7 28, Y I D 8 KT
30 HFFETFRMEAR T 80%. 513 F TV VU2 B 10 5 2 B
Ykt

1 EfIE
1.1 #Ef&ZLE

i 150 11 28 % % 2% (Elliptic Curve Cryptography, ECC)J&
— A I Y A B M AN S Y R R



<96 - BT T

2026 4

IR KRB PR A BRI, 2 A BRI F, 1 A A 15 i 2
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Bk £, L2 ErymA s P, b — B8k, 5 2
%X Q = kP,
1.3  ##%[E # £ Diffie—Hellman [2] 75

6 17 i 28 Diffie—Hellman [a] 51 (Elliptic Curve Diffie—
Hellman Problem, ECDHP) [A] 51 : 45 & — 1 5E X AE A BR 1
D O S O g = S B S A S
aP,bPe F,,iT5H abP,
14 HMIRZERF

TR 4 (Signatures of Knowledge, SoK) S — 2 i
MRS, 24 B T AR W R E AR AE L, O AR R
R s B iR & & T XMk N Sig(S.K) =
(o, Verify)o Hh ,SHEZLE KAPWABERFLE ;0N
HIRZES AR SXF K B ; Verify RS bt 8 , 3k Jy il
Wit o BN SR ER T K AR KRR L,

2 AREXSREEE

21 HSEX
BCLRS J5 %9 MR OCAT 5 AN 1 {iii
Table 1 Symbol definition in BCLRS scheme
F1 BCLRSAHEHHFSEN

1D, Hi AP S0
h; W A PRI
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(D)W AIETE Setup(k) — (s, params). i AN %425
A e Z, KGCHi i 2B H params IR G LB s, KRG
SH params WANATF , RGEE B s AR IRAT
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B params RIEHLIHHF A, .

PR 2 A, B A, AT 200 BRI ), B
YA I AT B T 2 AT i A A 2R . O A 20, B &
A, T BRI C IRl A e A (B, PR C 2 iR R
FHRE ) i A (R 01 245 i 3 A Qo RS, B0k



7

UGS XERE, B 2,48 B BT I T X I IR T R 4 Uy R - 97 -

AR P BT R, Rk C 17880 % 0 AR A vk
Gppk (), TR 4> RDEH R4 T W0 10 5 R 25 (A i), Wil 4 A 1
KA P R 2 A, PR E C B AR R 1 R 2 (AR M1 25 A, (R
SR P A BB, W) A TG SR AR N A (@
HP A AW, BGEE A R P A8, Bk cisir A
BAAE LR IR AL N 80 PKAR B4 A OB B
Wi # A, P SRR A PR PRIE CF 4T
A PR PR @% 44 Al Bt & A 42 ik n
NHPBIAYIEL = {PK,, PK,, ..., PK,} R34 5., PRk & C
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params, YR FH C¥ R G % s RGN IS H params
KIRGB U A,

PR 2: A, A, T 20 BR AR, AR S
WAk T —3, Bk 18] @8 me i AR [A] (5 A, AT ) R 48 %
FATHEATAT P (38 5 FAH

AR 3 il o M AL &4 I R E Bk
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3.3.1  RGATIEHE Setup (A) — (s, params)

RGE B Admin 3833 UL T A BT KGC W R 1L .

BRI ALZ RSN e Z) BIEFEN N g, AT H
PR G

L2 KGCHR P, = sP, HENLIESE s € Z, 1N RS
FHH.

IR 3: KGC A A Na A iR A, = (0, 1) — Z,,v =
1.2.3.4.5,

A BR 4. KGC 78 X B s I A FF A 3 5 80 params =
{G,P,P,,.qh,}, RFEEEH B NG .

3.3.2 o FEA LRI E  Gppk(ID,, params, s) — (ppk,, Gp,)
2P U Gppk() B, KGC A U, H 8 Az B 5 FA
B ppk,-

AU Py, =ID.PE, =D, - ID,P,,, T
ID, €{0,1}",

W2 KGCHZB| P, E,, I, JHH] Gppk()

L3 KGC B ek A CTR, < n &5 837, CTR, HIX
Pl o iy — AT L Addry, O U TE X HEEESE 5 1 3
hk,n S —AHoE A, AR A B AR KGC TR
ID; = E,, + Py s KA ID, JEA5AE List 5, List 51 5710 5%
A 1 B P ID . A0SR List OASAELEFER) 1D, , )58
I P 2 G A SR A G, , 75 0 ST BIFE 4 22 UG R
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A BES:KGCIH S H, = h,(P,,.ID, R, Gp,), LA K53

FAEA ppk, = (r; + sH, ) mod g
A 98 6. KGC iR 4 FAEH sppk, = ppk,DID ., 315 Bk

HEsGp, = Gp,DID R H U,

3.3.3 K EANFRAME Gpsk (sppk,, a,, params) —(SK;, PK,)
B U5 ppk, = sppk,BID,, Gp, = sGp,DID .
YR 2. UGB BAE ppk, P = R, + H, P, J& 75 BT R

N R R A R . AR AT, LR & 2% 05 R AT E

KGC, U, W&, U A AR 6B 2 (8 A A FAGH s 0,

YLHTH R & 3% 77 AR AlE KGC, BIMR4 4321 . .

RS U BN o, e Z, VE W HAL B PR A, =

a,P.

4. U BB H N FAH N PK, = (A, R,). SK, =
(ai7ppki)0
3.3.4 % 4 A AR e B

Sig(M, ID,, params, PK;, SK, )= (o‘L‘, SoK)

MU REEM e {0, 1} HERIES o, LR
SoK., & % A @ Gp, X MW N E N L
{PK,,PK,, ..., PK,}. %5 %% N u, e L, LATLBIXE B PK, =
(A}, R,).SK, = (a,, ppk,)o

A B o1 ow, 3 B H,=h,(L).R=a,-H, C,=
hy(L,M).C, =(RIC,)"™,

A B 2. u, B T=H"N B OB OB L
r.s;.c; € Z;,i e [1,...,k -1,k+1, ...,n]o

LI BB HE u, it & (x,2,)=5,6+ ¢,PK,. y, =
H,"T“mod q.(x,,2,)=rG.y, = H,”mod g JLH1,i # ko

»oO® 4 B # K ouw i B
e, =hy,(M,Tyx,y.ccs%,, %, ...,yn)—z‘ci mod q . s, =71 -
=

¢, ppk, mod ¢, Hirr i # k.
BRSNS o) = (Cu Tosys s 8,045 €, )o
W 62 % K H u, BB IR fe Z) FL B e
hy(M,L,P,h,Il,h'P"). g = (r — eGp,)mod ¢ . F1IH % £ SoK =

(e’ g)O
335 & LIENE VerifySig (o, , SoK, params, ID; ) (1, 0)

BruEE Vil LU SERIE P U R RIS o)
LR 44 SoK HYIE P , A0 SR A5 27 ) 25 44 5 v i

1575 % 0,
L1V NKGC 3R BUA IS8 U, B ki
CT,.L..C,o

YR 2. VIGIIE CTR, < nJ& 5 ML, CTR, J Vi & Tt
oS, AR W EE ICT, - CT,| < At, CT, M 477
4 B TRD R, A Ry T0E SLI) e A% B B 3R 5 5 WU, 4 4 432 227
%‘A%\O

L3 VIFE H,=h,(L,). (x,,2)=5,G+¢,PK,.y, =
H,"T(i=1,2,..,n)

R4 VIEE zci =hy (M, Ty, s X, Y15 s ¥y ) o€ =
=

hy(M,, CL, P,h, 1, CL,h'"" ~°'P#),
3.3.6 B HAM-FR Trace(M, M') — (PK,)

X T RRIR T R 1 B B W T i S A AT IR
We B, T B E A Gp, KiETHE M, LR R
XTI B M R IR A A L PR ZE 44 5 ok AR Tracelist
A HEGE e A . Ho, PR RGBT P Y
IS s Independent FR7R B H A ATEI AL L.

HHEL: TR H, = hy (L))o

L2 TR Cy=h,(L,M).C,=C,C,'c Hrp, i=
1,2,..,n.

LI TIHEC,) =h(L,M).C, =C,C,', H,i=
1,2, ..,n.

R4 Ti=1,2,.,n,KE&EREEC,=C,, R
A7, U PK, TERBAE TracelList '

RS B AW H Y TraceList RSB IE - 40
RALH — A PK,, §i i PK; W0 2R TraceList = @ N % i
Independent .

4 BCLRS ARZ&MIEREF4 7

A SO BCLRS J7 2 W IE A M B 44 1 7T 38 WA Pk i A7
24 vEE B, H42 4 Pk K2 T ECDLP W) 5 il ECDHP
Jra gl 10207
4.1 ZEMIEMR

FEE1 BCLRS HEHE&IE#ME.

WERAT WUR (M, 0, SoK) S22 44 %, RA TR MY
NREZMIEER

L =hy (M, Tyx s ey X, ¥y wees ¥ ) — zcimodq,i =k (1)

i
N (xi,zi) =s,P+c¢,PK,y,=H, T, i#k, H s,=r-

¢, ppk U -
x, =8, P+ ¢, PK,,y, = H," "% = H,"T (2)

n

zci=h4(M, Ty %)y ees Xps Vis wos V) (3)

i=1
M e = hy(M, CL, P, h, LH'P') W S0 0, W 4% %
CL~ﬂhl(l —e)Pg — (hlPCp, )ehl(l —e)Pg — hle+l(1 —e)PeCp,+g — hlPr’
B, e’ = ho(M,, CL,, P, h,1, CL,"h'" = P*) B.57. , 25 44 B iF
e

EHE2 TIEBHELBAEAN.
WERR2 RS o, Je H A4 A — i
%4

X‘Tﬂ:ﬂ:%g O-L, =(Cla T’SH""S:L’C]’“" Cn)O ;H\: EF‘ ’
sieZ;(i =1,2,.,k=1,k+1,..,n); s, =1 —c,ppks ¢, =

n

hy(My Ty %y ey X,y Yy ees ¥y ) = zci o

i=1
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s, T BRI Z T, HoAh ) s, 40 b 25 4% 3 REALIE$E
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HBER 25 2 B BEALERE . UL, 20 3 JOvk 4 0 2 PR 44 3
() EL S B 0 5 I 25 42 38 SE B B 003 (A 306 T S P28 44
ME%T Un.

EE3 TUFBAZES B ENE.

UERA 3 7EiB 8 B B, PR b A b D i Al R — A
WLEFXHEE M M BT84, B, BWMEITEH, =
hy(L)). Cy=hy(L,M).C,=CyC,i=1,2,.,n, H C, =
(RIC)"; Hok , i 8B ¢, =hy(L, M), C,/ =C,/C, ,i=
1,2, s 5 KUK C, 5 €, R AR S, B 5 4 2 5
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