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Adversarial Example Detection via Layer—wise Similarity before and
after Fine—tuning
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Abstract: Adversarial examples can mislead classification models into making incorrect predictions through minor perturbations, making the
development of adversarial example detection technology crucial for enhancing model robustness. Existing detection methods predominantly re-
ly on features from the model’s final output layer, leaving the hierarchical representational information within the model’s internal layers unde-
rutilized. This study analyzes the representational differences between adversarial examples and original samples in the hidden layer outputs of
pre—trained language models and proposes a hierarchical adversarial example detection framework. By recording and computing the similarity
of hidden layer outputs between original and adversarial samples before and after model fine—tuning, we find that the variation patterns of in-
ter—layer similarity differ significantly between adversarial and original samples. Using layer—wise similarity as the core metric, a One—Class
SVM model is trained to learn the distribution characteristics of layer similarity in normal samples, thereby effectively identifying adversarial
examples. The proposed detection framework was evaluated on four benchmark text classification datasets under three attack methods. Experi-
mental results show that it outperforms the current state—of—the-art algorithms in terms of both F1 and AUC scores, achieving up to an 8.6%
improvement over the strongest baseline. Additionally, the framework demonstrates good generalization capabilities across different pre—
trained encoder architectures.
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Fig. 1 Detection model based on layer—wise similarity
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Fig. 2 Similarity evolution across hidden layers before and after fine—tuning on SST-2 and AGNews under character—level and word-level attacks
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Table 3 Computational efficiency calculate of each detection method

in seconds
F3 UMARMHESENTETERER (s)
s : ER : T3 ]
SST-2 IMDB SST-2 IMDB
TextDefense 58.0 69.0 18.7 21.5
SCAD 344 45.7 12.1 12.6
DLSF 279 35.1 9.7 10.1
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Table 4 Impact analysis of the encoder (RoBERTa) on adversarial

detection

*4 KEHTEE RoBERTa X MR M EMAH (%)

. o TextFooler TextBugger DeepWordBug
6/ S o[RS

F1 AUC F1 AUC F1 AUC
YELP  scAD 943 971 920 976 931 971

TextDefense 921 961 917 956  91.1 951
DLSF  96.8+0.7 97.2+0.3 93.1x1.2 97.9+0.7 94.2+0.4 97.320.7
AGNews  sCAD 959  97.1 934 965 945 962
TextDefense 939 951 914 945 925 942
DLSF  96.420.9 98.2+0.6 95.8+0.4 97.5+0.6 94.6+0.7 97.320.6
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Table 5 Detection results of the supervised MLP—-based layer—simi-
larity method (S-DLSF)
®5 BETHRERMLP S X[ ZEBEET % (S_DLSF) 4 R

(%)
TextFooler TextBugger DeepWordBug
Dataset Methods
AUC F1 AUC F1 AUC
SST-2 WDR 73.4 82.6 77.8 88.4 63.6 84.1
MLMD  90.3 92.5 85.5 94.1 83.9 90.7

S_DLSF 92.3+0.4 96.5+0.2 91.1+0.5 95.7+0.4 89.2+0.6 96.2+0.7
IMDB  WDR 90.2 91.2 87.3 89.7 87.6 90.1

MLMD  94.7 96.2 95.6 96.3 93.6 96.2

S_DLSF 94.8+0.5 97.8+0.6 96.8+0.3 98.2+0.2 96.6+0.5 98.5+0.4
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Fig. 3 Single-layer detection using layer—similarity on the IMDB and AGNews datasets
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