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Abstract: A zero trust based SDN access control architecture is proposed to address the lack of effective authentication methods and persis-
tent access control capabilities in Software Defined Networking (SDN). Firstly, the architecture is guided by the zero trust concept and uses
authentication attribute signatures for identity authentication, with continuous authentication during user access. Secondly, user access is con-
trolled through trust metrics, and a user history behavior model is established to detect internal threats, granting corresponding access permis-

sions based on user trust levels. Practice has shown that this architecture provides SDN with a secure access mode of authentication before con-

nection, enhancing SDN's ability to detect internal threats.
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Fig.1 SDN access control architecture based on zero trust
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Fig. 2 User access process
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Fig.3 Access tree example
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Fig.4 IP header with attribute signature identification
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Fig. 5 Attribute signature authentication structure
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Fig. 6 Attribute signature process
Ele EBHzaER

1 6 s , HTP 3T T & PR AR R s iz FH LA 4R T
IEREXEYSWBIR LA CHSPIA W i S Sn /)N T Y & i
HhC AR £ L A OGS 7 Y i M AL | % AR L
F o RSB RAG 5 A 48 44 AR IR B R 2 TP & dfs
FLE T, I B RO, R IR PASSHAL. PA ST
LVEI RN € R NS BUR TR A =8 s S LA o
Hr 1P skt (TP BipSCCE T A S AL n] RO A 7 Be . b o8
B Sk RS 4 5 B, IR A RS R L4l SDN F i 45 o
IUEE A5, FLVF P A 26 25 ) BN 2 3512 1 P 4
P, fE 2 A A 2%

3 EAE RS

AR SR FE TR AT 09 sh 25 Ui Il s il #6220 X6 F P 0B A7
ShASE B W B AT O B e o (AR Y ok,
HENT P DT SR AT R SRS s FLUR AR P X R
AR AT s B, AR P 47 A e 725 3 R A AR 11 e 255
PR SE A S  DShS B GEEE, b, i EEE
KANHKL0,100] AFAEAEXT RS AT 590 MR 5 1T 592 T
VAR o A SCOKE I 265 55 U 43 oAy 53 8 15 A0 o B R, K
P A AT AE AT A AT SR %R 4 R 325:[0,70) 8 &AM
1, JE3E 7 18] B 28 W5 8 5 [ 70, 90) 338 45 4 , 7] 15 0] 3 38
BEUR 5 [90, 100 12 &5 BEAR AT, AT Vs [n) B2 2054
3.1 iFaEHIEE R E N

U R4 A AR 3k FH P A A AR S AT oA, AT
SEELYT AR . T AR R P AT O B R AR BT AT
o ABFH P AERISS T AT R B 2 2R R TRV AT
V& RAT R GEAEAT R ESEAT A2 AT A i o6
e SR AR RCE AR BUCERAE , X T 2N P i S, A
JSBI R R di 4Y  HAR  R AR — RN, RV A
S

AW T P AE DS ) AR v i B SR DUT P Sy
VE R R 3 A L A A P S T A ST 2 T I
FERCH T HEEAE . BRI Z 5, e Bl k47 Fikk
B, FEERURRIE AL AT RS . pl TR S R AT R R MER
P, 54T AR A R VIR SC , H AT @ 1 T vk
LA TR B 77 3% R TS BT 1 BLER S > Ok
AR o BLERAE S O AL B SRR R AL L SRS
ARG T WAIRTRE 2 2] 7 i o BT S W AT U
W A GERLAS 27 > T3 TR AR A TR B I SRR
B FH A ) 2% v g 1 ) 3 R H R4 S EHE e R HL A 2%
TE A5 A 2 SR B8R 23 A 77 T ) SR e FE SRR IR Z .
1M, AR SO R P Ao 28 0 2% [ AR R A 12 | 11 sl B BBCRFAE
W TR e 27 2] SR GERLAR 27 > S5 B AR PN S W AT o

S7 1) o B 45 38 (Support Vector Data Description,,
SVDD) J& B S Re 1) s ALY — RS2 7 2, AR f B8 ]
fRREVEDR 2 AL RE I 5 , ST A BEZR AR R IR BE ) LUK
RS o IR IR T5 1 B R B A A, e LA A PR AR
Ze v AERHE o A G, AR SOR ] — R B A 1) e B A
(Deep SVDD) (R 7 ke Sr B LR AL fn R 7 B 1%
D7V TR i 22 0 208 22 >0 HHie g A e M g TR e i die
FORRE SR, BED T as TR MAE R N A IE RE4R T
LR &

i 4 2 1]

L EACES

JEhG 2 A

Fig.7 Deep SVDD model
El7 Deep-SVDD#H!

32 FREEEE

H T AT P EAEE, R LA R E R Ry
2 TER AR R AR (D b AR ] P A7 S AR B Sl A
BRI [, Sy 1 e i K 5 0% 2 A o 3
T B R IR AR THE (R, AR IBCHE 3 A U5 TR A FRXT 9 2%
T G T B R, PP A5 A0 o 0 2% 4 B AL B (R AR JEE
R G R AT s E AR

25 b AR SORHAS AR AR B TSR0 S W 6 (R AR (RT3 A
EIE LA (=R7 2 A

(DWIRAEARAE TS U5 1] 2% A B0 A0 b 45
FHF I ERRRE L 38 5 8 PR IR AT A A AR BREE 1 %2
A AR P R IR R AR (. b, ORI
) (4 P P s PRBE 6 P IR BB MM 2 S 8. B AKRME
(ERIER UEMQ B ps

st; = o, T, + o, (1 = p) (1)

25t FR B « RRVEN S EAE , @, +
a, = 1= A ER R FUVF I R B IR, 3R B i A
IERAAR T, 38 D D A5 AR



%03 4 2R ERER I B PR T RAE AR A SDN U Rl i 4e 4l -+ 161 -

T E A8 AR A B 5 A 7 TR RN I 4%
e R, BRI IR ATAE, =X (2) iR o
et, = ZZ:] BE, (2)
P e, RN BT Jm M 5 B KR X AL,
SB = 13 E, RME v 5 2 By N AE G T
FH P 0900 6 A AT (855 1 P 3345 4 A A nBGR A, X
(3R o 38 5 22 U S 5 vl PP AG o A 3l i LA A 2
B, TR o AR A BB, RITT 3R F P 1 SRR AT B .

L=, st, + poet, (3)
Koy o, WAE S, WSS RE, Hu, +

My =To

Q) B BAEEM I . A SR IR B SR ) &2 4L
(Deep SVDD) , B AU Zh b 22 M 26 5 S F 5 10 AL (SVDD)
TERFAE 23 8] T 4R 280 — A2 1 430 sl 3 43 s 1 B /N
Bk, IR 3E P 2 K B B B ER N . IR E T
TR B2 o] 5 34 ) Al iR T AR R 5 ey
25 BRI [l — Ak pR b i A T2 ), DA KRR 22 2]
A A RBRRIE, LA E 2K HER

ARSCRE o Fern BERIRER O, AR I H A7 A B A
O s RIS BRI AR IEH AT R 88 50 A0 1T 5+
AN 3R A BE B R BRI A 5 BRI BRO O B8
i Deep SVDD #5714 Iy s 47 2 LA T 1) 5= 051, OF:
TS5 400, B 5 5 o3BG Ak Ry AH N S8, B AT A2 40 U
IERAR R 2T SR R AR

B, 0 SL— R E WS PR b (2, W), 8 FH A 22 0 45
BRW B ANBE v e X Bt B IE 25 ] F

d(x; W)i:X—F (4)

HR G MEERR D a A2 R E U ERIR KM R 5L,
PIYINZE SVDD AT | 3 46 5 /N B BRR () AR B RTAE ST 7+
ABERIR S 55

ming o { R* + iE?:lmax{O, Jodx, W) —c /2 =R} +

IS AW (s)

AP R R B AR, BT BRI 5 SRS 00w oy —
S E, T30 5 SEAR R L, U SR AR AS 5 B B
ARG R T R, WZ KB 5 0, 22 52 BIAGAT 5 ) 248 AL
FR TE U AT A S TE AR 2580, T Bl A R U4

XFFIMREAS o, 59 70 %0s () T PPAl A A 02
Ml B 5, 5 SOA IR AR AR 2 8] B R BR A O
a TR Y- J7 A X = (6) P

s() =/ ¢lxs W)=c//? (6)

A AR s (o) 2aR? IBEAS « BN N 525 5 R AR
A6 I 64 A, 280 o AT AR DY ZR A0 A b SR, o mT DLy
A BN N BEE o

R BRAA Ly o 72 JRFAE 23 8] HR G I TSR IR AR 1
YRS R] R4 RIE S A R E

a= %z::ld)(xi, W) (7)

A2 s (x)=aR B HE N R HAT R 5r=s (x)—aR*, ]

N A 2 S O RSN (5 (L 10 R (AR s e 2
K

A RATERNIT A A XN (8) iR . B 58, fEHAE

WIERAF AR BE S 45 th P S AR A8 5 ok, ARl FH P e 1)

P RIAT O RS RIS AT R S R TR E AT

18 s 5 B r (A4 R B8, A5 BV P E A B A .

ZEAEAEE(T)= EREIRE () - - (8)

4 KWERSHN

4.1 LIOINEE

A S fd R AR P720 T A b 47 5256, it B M - Intel
Xeon Silver 4210R CPU, 128 GB N/, RTX A5000 it .
YE RS M Ubuntu 20.04.1, {8 ] Mininet A5 317 5L 50541
AR FIR SN TR P B O e . E 5, k@ PE A A AR
77 3 A ARG VB SR AT, DASG I ZEA 1 28 a4 A\ RE
T35 LR, 0 AR TR A I PN M A R S DA AAR S 2R iy %o
FH P B U BE T o
4.2 ETFEMMRIRHR XEIELE

8 A b, it P4 gR AR AL JSON 4% 20 H ik SC
4, B A BMv2 RSB R DA . FE FEHLh] BRI A E
SO A AR R ) ML h2 ok e L G I T E
Wireshark 7& 2 AL h2 Zb PR #& SCE A 74301 LLO.SHY
R R R BRI, 2 B0 I v s 1 28 4 7 B AE Dl RN
o, R 3% 100 IR, B BRI AL 4E 1 000 £ s 4, E i
SEIG LS BME R T R IR R, DAFRAE A AR %

/ Ryu?ﬁ%‘]%ﬁ\

[\
[
/ BMv235#5# O"Sﬁ*ﬁ’m\
|
E#lh1 E#h2

Fig. 8 Experimental topology
E 8 SKIGHRFH
ASOK I R - 0 43 B0, 7, 3EATSE . MRS
o I ¢ BRAR 12 Bt bR A D A Ry, 7
USSR/ E U NES KOS ToZ = D AT WU < Rl N PSS AN
R & NN I =D NP = A sy U =Y e o o 21
RAE LB CPU RIS iy, REUIT RS Z 84 R K
WA F 910, 7, 305, CPU ¥ F- 349 8 1 4351 A 8.2%



. 162 - BT T

2026 4

9.7% 15.3% . A T FELRE LA I VR SR 458 15 Y R Hs, A3
W2 ARG, BRI E R T,

12. 0% 11.8%

10. 0%

8. 6%
8. 0%
6. 5%
6. 0%
4. 0%
2. 0%
0. 0% T T T ‘

1 2 3 45 6 7 8 9 1011 12 13 14
R

EEIFES

Fig.9 Missing reporting rate
B9 miRE

[\~
(S
L

HRINFE (ns)
S

SIS UH (K
Fig. 10 Forwarding delay
E10 HERE

F ROk RS DN PR T BB 7, Kk 1000 4> HdE AL
(—FEHRA T AR, B A FE AR A S
50 UK, P AL HALIAT P b 530 £ B B 2 IR A | A AG: 36 Y
A8 24 bR IR BB G 8 e i B0 AN T4 o AR SO B 230l
Gt 1 10 UG S I AE B I A SRy g 2% 5 B T T
P B A8, 5 R AN BT 10 s o il L, 0T Jm 1 4%
Z bR A B A B4 X e IR AE S 11.25 ms, 615 2 £ bR
PRI RO AL 141 2% 2 B AE S 30.30 ms , J5E PR A A5 3 40 B
i A 8 HIAE P4 S AL P 25 44 DI R e vp R4 B £73 00
E, kB K 2 AT ] AT, S BT A B Kk
TERET o SR, S5 56 KA 2 W R e TR I S B R T —
B H TF B AR AL A5 A 19 2% rhATE AR H

SCHR L9 A 6 I J5 S8 3 T P B 0y R 47 25 44 1
TIE , 38 3 72 1 # FEA T B IAGIE , B P BOREHE O 42
RE S N BRSSOl o A SCHE T I P R A R T 2 44 A
uEgRAL T P E A, RS TR R . ARSI T R B, S
Mk [ 9 % % it A Ky 33.17 ms, A% SCJ7 4 30.30 ms,
SRRSO LR T REA LA it A0 A 7 3 0IE , B0 3T A A
JIT R, {EL 22 G B0 B AR B D I S B I O E AN B L i IR T S

HRLO TRk IR SE T A SO WA AE SR 7 @ 1 25 44 AR, 7
PRUESR S E R 09 (R F , RGEFF B AE T 4232 Y5 A .
4.3 MEBEEME TSI

S FH Deep SVDD 5k I 254 i P AT Ry SE 2R A
Y FEVIN R RE ECE 45 b (9 1E 5 F P A7 o 8E 48 02 Ryu
0 25 v, A5 FH AR AT S AT S 0 R P B R A, A
TR A A I P S AT R R T -

H R, DI 2B i FH B 2 CERT-TT B0 45 | 1 8040 48
T H Bl SR AT P S A T S 5, B R B LS Ak A
B0 TARZ P AT R FH P 8 S (] v A B ) L
W ViR, cEmE TREEHPHSEIT N,
CERT-IT 4 45 i A FH P 28 W R 2o AR, 2 Sl FH AL
B RIR ; A BBl v R R 4 U5 R] Rl WS A S
P 5 AT MR, I €D VEJF .G RoR B ES
N{A,B,C,D,E,F,G},

R T AFA LI T oK B AR T I AR T AR PR AR
s 4 S A K I T A 8 BGHK  R A R U 25 FH P A 7 A
ARSI PR BE P O P DNS1758 #5732 588, th B0l
EEARZE VT, 32 FH P T 90 R N B e A & B AT, I ik
H43% 90 K BYEHEAE R ISR B IS 410 K 09 ECHE A5 il
TRAIE , BN 558 U HE LR Rya #5025 7 o

FE P A R O S 5 v R P A R (P) (A AR
(R) \F1 135 (F1) S35 45 R PEAN BB B, 4n =X (9) —3X
(1R

TP
P_TP+FP (9)
TP
R_TP+FN (10)
2XRXP
Fl1 = 11
P+R (D

TE 3 S H Fh 8 R AR 1) S B 2 1) 55 5 0
2 S HEAT LA, 4G LA 4 R« ELIEA] (TP) (B GE 1
(FP) (LS5 (TN) AR B 451 (FN) , 3x 264545 73 i £ 2% A
B REA K, BT A R AS B R R4 T 0K 4 AR BRI
orRE R HR AR (LR 1) TR

Table 1 Confusion matrix

£1 REEE
B
S
St Tl 5 B
T TPCER) FPCEE )
545l TN ) PN )

LT D9 RS 210 RAT AR AS R o il T L, 2%
FHFAESS 210 KU AT R AR 3 2 i AT 0 Je S
PF55 R B3 B8 1T, 3 2% 5 W AT R B A R ) B A |

AR B A ST B 07 v 5 SCHR[ 25 100 J7 8 10 A [R) 1 £
PR T HEAT He A, LSRR I $ 0 ik 9 A0 3, S g gt SR an s 2
s o Sk [25] ﬁf‘ﬁ%mﬁﬁﬁ??ﬁﬁﬁi(Deep Feature
Synthesis, DFS)S: 42 UH AT A FRIE s Hk, (1] 1800



53 1 7

JBE W B, X 3 — P RE T A5 AR (¥ SDN s ) #5242 A - 163

43 #H7 (Principal Component Analysis, PCA)#FFTRE4E ; fic )i,
SR JH B2 S 1] B LB B AL AR AR IE A T 5 A D

IR 2 TR, AR SO R T R D7 B e R A2 F1LA%

B, UEWT T %5 R R S R R DN 7 1 T AT, BE LR P
E‘ZHJ]‘O

= Radius
--@-- Distance
1.10 +

1.05 A
1.00 ~

0.95 A

Distance

0.90

0.85

0.80

0.75

60

Samples

Fig. 11 Test results

11 ®NER

Table 2 Comparison of experimental results

T2 ZTWERLEE

Ei=271 ES'E PSRRI AL RALARAR
AER P 0.93 0.94 0.92
HEER 0.91 0.86 0.91

F1#345 0.92 0.89 0.88
5 45iE

AR SCHE T A AR AT B AR H— b SDN 3 251 7] 42 i 22

Hay, R P 1 2 4% B A7 ™ B O AL, I T Vs )
W RRLE AT B R Y E . R, S T E AR R AT LS
S AU R ] AR B0 5 AT R s AR B D TR A
PR 22844 % SON &M 1 F = s Il A 19 22 248 4, BE L
X SDN 19 28 5k = A7 28 B (73 DAL 1T PAY 30 Jl J A 00 77 95 55 i)
R, R SBR SDN A YRR F 4R I T 275

S F I, A S PR B R AN B GO A

(BT AE — S (], 5 BORE SR 0 B S PR PR v ik
FTRKA e LB AP MR . Rk K55 IR 2 P B
WIETT 3, 28 G 0P 22 4 (DR 1 SDN AR T i 5 ml A
FH P AR 28 22 SRR, LA 22 T (S ARG PN ¥R i

SE k-
[1] JIANG J F. Key technology analysis and development trend of SDN [1l.

Software Guide, 2015 ,14 (6) :160-163.

(7]

(9]

F A SDN R4EE A0 5 L RA ()], #A4F 57,2015 ,14(6)
60-163.

ELIYAN L F, DI PIETRO R. DoS and DDoS attacks in software defined
networks: a survey of existing solutions and research challenges[J]. Fu-
ture Generation Computer Systems, 2021, 122: 149-171.

WABI A, IDRIS I, OLANI O M, et al. DDoS attack detection in SDN:
method of attacks, detection techniques, challenges and research gaps
[J]. Computers & Security, 2023, 139: 103652-103685.

JARABA F, MAHAJAN G, JANI J, et al. Exploring current solutions
against DDoS attacks in SDN environment [J1.
ence, 2024, 238: 127-134.

GUO L, JING S, WEI L, et al. Defense method of crossfire attack based

Procedia Computer Sci-

on software defined network [J]. Computer Engineering, 2024, 50(10) :
216-227.

FF L, AT, F . A TR UM % 89 Crossfire & B 1 77 ik
[J]. #H3hu 42,2024, 50(10): 216-227.

ZHANG Q Q, LI Y Z. Research on SDN based DDoS attack detection
technology[ J]. Software Guide, 2019, 18 (7): 205-208.

k%%, kb . AT SDN 69 DDoS s &b m B KA [T]. #3
Fl, 2019 ,18 (7): 205-208.

CHANG CW, JINJS, HAN P S, etal. An SDN packet forwarding verifi-
cation scheme based on attribute signature identification [J]. Journal of
Communications, 2021, 42(6): 131-144.

WA R SRR . R TR % %5 69 SDN B 45 Q. 4R By
B[] 843 F4R,2021, 42(6): 131-144.

WANG S Y, LI Q, ZHANG Y. A lightweight SDN packet forwarding veri-
fication[J]. Chinese Journal of Computers, 2019, 42(1): 176-189.
EH—,FHRE . BERGRAE LMK L IE(]]. 3t
SEAUEAR, 2019, 42(1): 176-189.

ALRASHE H A, ALHAMMAD F E, ALJHANI A M A, et al. A block-



164

BAE 5 A

2026 4

[10]

[16]

[17]

chain—based security framework for east—west interface of SDN[J]. Elec-
tronics, 2024, 13(19): 3799.
GAO N, PENG J, WANG S X. Research on zero trust security model
[J]. Journal of Cyber Security Research, 2024,10(10) : 886-895.
BRk, B, 2RGF . REENEABRARR[]]. BEELHR,
2024,10(10) : 886-895.
OUIAZANE S, ADDOU M, BARRAMOU F. A zero—trust model for in-
trusion detection in drone networks [J]. International Journal of Ad-
vanced Computer Science and Applications, 2023, 14(11): 525-537.
DHIMAN P, SAINI N, GULZAR Y, et al. A review and comparative
analysis of relevant approaches of zero trust network model [J]. Sensors,
2024, 24: 1328.
SALLAM A, REFAEY A, SHAMI A. On the security of SDN: a com-
pleted secure and scalable framework using the software—defined perime-
ter[J]. IEEE Access, 2019, 7: 146577-146587.
GUO X, XIAN H B, FENG T, et al. An intelligent zero trust secure
framework for software defined networking[]]. Peer] Computer Science,
2024, 9: el674.
LINY F, CHEN X, XU Y Y, et al. A power sensitive data access con-
trol method based on the zero trust security model[ J]. Information Securi-
ty Research, 2024, 10(1): 88-93.
WER LGS, FEE,F . AT RAEER AR ) ST
B s # A k(] 45 B AT R, 2024, 10(1) : 88-93.
LI W X, ZHANG J H, ZENG J J, et al. A zero trust anonymous access
scheme based on software—defined perimeter [J]. Computer Science,
2024,51(12):293-302.
B RS, GRAF. A THREEZLARGTEEE LT
%)), A, 2024,51(12) :293-302.
XIAO J X, GUO Y B, CHANG C W, et al. Zero trust management of da-

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

ta flows between loT edge nodes based on SDN [J]. Journal of Communi-
cations, 2024, 45(7): 101-116.
B SR, AL, F . R T SDN 9 Ik M B R SR IR
FATALE R[], 845 3k, 2024, 45(7): 101-116.
CHAKRAVARTHY V D, AMUTHA B. A critical analysis of Zero Trust
Architecture (ZTA) [J]. International Journal of Communication, 2022,
35(2): 1-16.
LIU Y M, WANG Y, FENG H. A proactive defense method against
eavesdropping attack in SDN-based storage environment[J]. Cybersecu-
rity, 2024, 7: 58.
ZHANG Z S,HUANG W,CAIS Y, et al. An efficient reusable attribute—
based signature scheme for mobile services with multi access policies in
fog computing[]]. Computer Communications, 2022, 196: 9-22.
MISHRA R K, YADAV R K, NATH P. Access control models and
frameworks for the IoT environment: review, challenges, and future di-
rection [J]. Wireless Personal Communications, 2024, 138: 1671-
1701.
ARTIOLI P, MACI A, MAGRI A. A comprehensive investigation of
clustering algorithms for user and entity behavior analytics[J]. Frontiers
in Big Data, 2024, 7: 1375818.
ZUBAIR M, SABZEVARI M, KHATRI V, et al. Access control for
trusted data sharing [J]. EURASIP Journal on Information Security,
2024, 30: 1-30.
RUFF L, VANDERMEULEN R, GOERNITZ N, et al. Deep one—class
classification[ C ]/ International Conference on Machine Learning, 2018
4393-4402.
SARHAN B, ALTWAIJRY N. Insider threat detection using machine
learning approach[J]. Applied Sciences, 2023, 13(259): 1-19.
(90 4 % 4« %) 35 0)



