55244 5 111 A5 T Vol. 24 No. 11
20254F 11 A Software Guide Nov. 2025

Python R 2HELEHFFIER

[ A i 4 R )

(FTMEMEKRF WL TR %45, T 100191)

O E LR HEERECRTANFE LRI GZIR, Python RAHAERBANERKFFEERELE, F TR
FERHMFEFE, EATFR G TN e SNERMRALP A A L BIRE T 20 $AMBREA%HBEHF IR
F Mi# Python A BB EERBKFFE. ZFE 0GB FAF I FRITHAL T W AME T, BB E R A
FAMERNEEA-FERFRE Fleir iEFHF TR B EFTHRPFEF., ERBFTFEHTLEL L
R5 AT Python A2 454 EMASANAFARBZH RN A TS AL AL RTELRRPERHERS, A
HIEHRT EBRAGELARBEAT, =
KR HFRE; FRHE ;%A %42 ; Python Z
DOI: 10. 11907/jdk. 241703
HRE S EKS G642

Sl

PR 4RREE . B

XakHRIRAD : A XE RS :1672-7800(2025)011-0161-07

Construction of Practice Teaching Platform for Secure Python Programming

CHEN Jia, WEI Lanqi, LIU Lianzhong, MO Shasha
(School of Cyber Science and Technology, Beihang University, Beijing 100191, China)

Abstract: In recent years, programming courses have increasingly emphasized the development of students’ practical skills. The "Secure Py-
thon Programming" course has initiated a practical teaching reform, which focuses on the construction of a programming practice platform. 20
programming cases have been developed for the secure Python programming teaching practice platform. Some of the programming cases are
foundational experiments for students to study and program, while others are the advanced application—oriented programming experiments.
These advanced application—oriented programming experiments simulate practical applications, i.e., access control platforms and log auditing
platforms. Because these application sub—platforms simulate applications which are familiar to the students, the theoretical and experimental
programming teaching based on them are conducted effectively. The teaching practice platform cultivates practical-oriented engineers in se-
cure programming.
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Fig. 3 Overall functional architecture diagram of the platform
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Fig. 4 Knowledge point structure diagram for the chapter ‘applica-
tion—oriented authorization and access control’
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Fig. 6 Illustrative diagram of access control permissions based on A—-RBAC
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teaching course management platform
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Fig.8 Programming implementation steps centered on RBAC model
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teacher_flag = course.teachers and (self in course.teachers)

assistant flag = course.assistants and (self in course.assistants)
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university_staff = self.has_role('##4#% ') or self.has_role(' RAFER")
college staff = self.has_role('RELAHEHF") \

and (self.speciality id == course.speciality id)

bELATA P AEFL, FLTAEERE
rstu_flag = course.required students and (self in course.required_students)
estu_flag = course.elective students and (self in course.elective_ students)

return (leader_flag or teacher_flag or assistant_flag or rstu flag or

estu_flag or university staff or college_staff)

Fig. 9 Some program code for attribute policies
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Fig. 10 The course management system interface from the

perspective of the ‘teacher’
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'permissions': ['COURSE_MANAGE', 'COURSE_RESOURCE MANAGE'],

'parent': '#JF'
},

VIRAES: (
'description': 'WAEMFREIF, LAKITRAZNRYHFLHRR ",
'permissions': ['COURSE READ', 'COURSE RESOURCE_READ',

' COURSE_RESOURCE_UPDATE ',
'parent': '#JF'},

' COURSE_RESOURCE_MODIFY'],

"B |
'description': 'By¥, RAHITRAZLIHFFEHRR
'permissions': ['COURSE_READ', 'COURSE_RESOURCE_READ',

'COURSE_RESOURCE_UPDATE',
'parent': '#JF'

'COURSE_RESOURCE_MODIFY'],

}
}

Fig. 11 [Initial data of the teacher role on the undergraduate teaching

course management platform
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Fig. 12 Teaching method reform taking undergraduate course man-
agement platform as an example
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